2 | Achilles

KlintonICT
baak-packagejson-test
From: cpnmjs/package.json

Summary

Dependency
sequelize
sequelize
sequelize
treekill

debug

debug

debug

debug

ejs

ejs

ejs

Total of vulnerable direct dependency: 4

Total of vulnerable indirect dependency: 7

Vulnerabilities

Potentially Vulnerable:
Severity:

Current Usage Version:
Vulnerable Version:

Patch Version:

Vulnerability Chaining:

Vulnerabilities and Advisory link:

Dependency to be updated:

Update sequelize to latest version:

Potentially Vulnerable:
Severity:

Current Usage Version:
Vulnerable Version:

Patch Version:

Vulnerability Chaining:

Vulnerabilities and Advisory link:

Dependency to be updated:

Update sequelize to latest version:

Potentially Vulnerable:
Severity:

Current Usage Version:

Type
Direct
Direct
Direct
Direct
Indirect
Indirect
Indirect
Indirect
Indirect
Indirect

Indirect

Updating

sequelize
moderate
~3.23.4

<4.444

4.44.4

O @

PROJECT

HSA-fwap-36j9-rrj3
sequelize

732345662

sequelize
high
£3.23.4

<4.443

4.44.3

O—@

PROJECT sequelize@"3.23.4

GHSA-mOjw-237r-gyfv
CVE-2019-10752

sequelize

73234662

sequelize
high

A2924

Logout

Total vulnerabilities: 11

Severity

Je—
\H\O( era O/

(moderate )
(Unoderate )

Sort By v

KlintonICT




Vulnerable Version:

Patch Version:

Vulnerability Chaining:

Vulnerabilities and Advisory link:
Dependency to be updated:

Update sequelize to latest version:

Potentially Vulnerable:
Severity:

Current Usage Version:
Vulnerable Version:

Patch Version:

Vulnerability Chaining:

Vulnerabilities and Advisory link:
Dependency to be updated:

Update treekill to latest version:

Potentially Vulnerable:
Severity:

Current Usage Version:
Vulnerable Version:

Patch Version:

Vulnerability Chaining:

Vulnerabilities and Advisory link:

CWEs:
Dependency to be updated:

Update koa-mock to latest version:

Potentially Vulnerable:
Severity:

Current Usage Version:
Vulnerable Version:

Patch Version:

Vulnerability Chaining:

Vulnerabilities and Advisory link:

CWEs:

Dependency to be updated:

Update changes-stream to latest version:

Potentially Vulnerable:
Severity:

Current Usage Version:
Vulnerable Version:

Patch Version:

<4120

412.0

O—@

PROJECT sequelize@"3.23.4

GHSA-Wfp9-vrdj-f49j

sequelize

~3.234-6.6.2

treekill
high
~1.0.0

>=0.0.0

Currently, no patch version

O—@

PROJECT treekill@"1.0.0

treekill

~1.0.0 > 1.0.0

debug
low
~2.2.0

<269

26.9

O——0

PROJECT koa-mock@"1.6.2

GHSA-gxpj-cx79-858¢c

CVE-2017-16137

CWE-400: Uncontrolled Resource Consumption

koa-mock

~1.6.2->2.0.0

debug
low
~0.8.0

<269

26.9

debug@-2.2.0

O——0

PROJECT changes-stream@*1.1.0

GHSA-gxpj-cx79-858¢
CVE-2017-16137

CWE-400: Uncontrolled Resource Consumption

changes-stream

~1.0->2.2.0

debug
low
0.7.4

<269

26.9

debug@~0.8.0



Vulnerability Chaining:

Vulnerabilities and Advisory link:

CWEs:
Dependency to be updated:

Update koa-limit to latest version:

Potentially Vulnerable:
Severity:

Current Usage Version:
Vulnerable Version:

Patch Version:

Vulnerability Chaining:

Vulnerabilities and Advisory link:

CWEs:

Dependency to be updated:

Update koa-middlewares to latest version:

Potentially Vulnerable:
Severity:

Current Usage Version:
Vulnerable Version:

Patch Version:

Vulnerability Chaining:

Vulnerabilities and Advisory link:

Dependency to be updated:

Update koa-middlewares to latest version:

Potentially Vulnerable:
Severity:

Current Usage Version:
Vulnerable Version:

Patch Version:

Vulnerability Chaining:

Vulnerabilities and Advisory link:

Dependency to be updated:

Update koa-middlewares to latest version:

Potentially Vulnerable:
Severity:

Current Usage Version:
Vulnerable Version:

Patch Version:

O—0O @

PROJECT koa-limit@*1.0.2 debug@0.7.4

GHSA-gxpj-cx79-858¢c
CVE-2017-16137

CWE-400: Uncontrolled Resource Consumption

koa-limit

~.02->10.2

debug

low

~0.7.4
<269

26.9

® O—0O—"=0

debug@0.7.4 3.3 1.0 PROJECT

GHSA-gxpj-cx79-858¢c
CVE-2017-16137

CWE-400: Uncontrolled Resource Consumption

koa-middlewares

~21.0->6.0.0
ejs
high

~1.0.0
<253

255

® O— O—0O

&js@1.0.0 koa-ejs@~1.1.3 koa-middlewares@"2.1.0 PROJECT

GHSA-3wbv-p54c-f74x
CVE-2017-1000228

koa-middlewares

~21.0->6.0.0
ejs

high

~1.0.0

<255

255

®  O—O0

&js@1.0.0 koa-ejs@~1.1.3 koa-middlewares@"2.1.0 PROJECT

GHSA-6x77-rpagf-jemw
CVE-2017-1000189

koa-middlewares

~21.0->6.0.0

ejs

~1.0.0

<255

255



o C——
Vulnerability Chaining:

i o koa-ejs@~1.1.3 koa-middlewares@"2.1.0 PROJECT

Vulnerabilities and Advisory link: GHSA-hwcf-pp87-7x6p

CVE-2017-1000188
Dependency to be updated: koa-middlewares

Update koa-middlewares to latest version: ~21.0->6.0.0

[ Download Report



